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Paillier Encryption-Decryption
P,g — are primves o 1024 bits \ M) = 2048 bits
N=pP9g ; N=p“9" ] Egp=3;9=5; N/=15
Vi Z, 2 2 Dm0 2V wodnt s Ko
&';1{1,2,37.,./ ,@ni}/‘ ;7;:’;2 1554[27)\/):1}/' group: * wiod 3
Qﬁi:{wl ged( W, W)= 1 }/- Group.® mod N

Exﬂwp& P p= 1S
%S :§0/4/2;"'7 ﬂ/}'j <j4; :4112,4/, ?,&77,43,1@;
[, | =45 (&L= & Eutor functlon P(1)=3

§ N=peq then PO = (p-1)-(2-D.
G1s)=(3-1)(5-1) = &;

b= (p0) (-9 = FCn): ¢=(3-1)G-1D=2: =
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meJA/:{O'd‘Z’""'7N_i} ) gﬁ*:{0(4|2)f*v7414}
ve Il =Lz gedzM=1]; s ={1,2,%,7/8, 11,13 14}
=> ged (4, 15) =4 (e | =8)

=> ged (9,15) == #4.
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Oilor Yunctiovs P )
(M) = @(p-g)= ¢(P)-p(9) =(p-1)(q-1)=P=0K,
PN’) = plp-1)g-(g-1)= pg-(p-)-(5-1)
:[C(L/\‘(QZA/*( = (Z, ~ vl =1y

[

2ouX

PuK=N --> Prk=fy=¢ ; N=PG; When f/~2 A N
& imW’ng —= RSA /w'obézm.,

Security:
When Pulf=N it iz ZM%M/%AZ@ 10 Jind ¢ = (P—i)'(%—f):D

—D RsA probces: is wam%%& P — 5&242“07‘224 Ziopy /ﬂ‘ob@m,

> Jactor(15) —= ans 3, 5

Fadorizatton problewn is iujeasible l){ N e fw'—&wf% éﬁ/yé.
N~ 227 — | n| = 2048 bits

T(mse) = ¢ € Tz fvaption N7 7 IN| = 4096 ki,

kf/(—;( C) =me CZ/\/ 3ecr7/;‘7'zfam

CONSTRUCTION 11.32

Let GenModulus be a polynomial-time algorithm that, on input 17, out-
puts (N,p,q) where N = pg and p and g are n-bit primes (except with
probability negligible in n). Define a public-key encryption scheme as
follows:

e Gen: on input 1" run GenModulus(1™) to ebtain (N.p,q). The
public key is' N, and the private key is (N, ¢(;‘\-’)):<N’¢ P

e Enc: on input a public key N and a message m € Zy, choose a Ey;g/v C‘/ﬂ7 y\/) =0
random r «— Z} and output the ciphertext

MmN 2
e:=[(1+N)™ - ¥ mod N?). c=L(144N) . wiod N

e Dec: on input a private key (N,@(/N)) and a ciphertext ¢, compute ﬂﬁﬁas C C) =
2
[¢?™) mod N?] —1 _1 [C ¢ Mﬂﬂ//(/ ]
mi= ~ -¢(N)"' mod N| . " ¢~i AN
pt Q m
N
The Paillier encryption scheme.
) . 2 2d

We are wsinqd 2.8 bits W‘sz/bmﬂ@’ézé AN L 2

>>p=127 >> N=p*q >>m=11111 24 QNz

p =127 N = 14351 m=11111 c:=[(1+N)™-r" mod N?.

‘ _ ,
>> isprime(p) >> N_2=int64(N*N) % m<N —
- a Al A AArAranna r~ - 9 -2 ‘AAAAA/Z.
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p=127 N = 14351 m=11111 c:=[(1+N)™ r"j mod N?.
. F ,

>> isprime(p) >>N_2=int64(N*N) % m<N — )
ans=1 N_2=205951201 C = E4-6, VWOQ//V
>> dec2bin(p) >> fy=(p-1)*(g-1)
ans=1111111 fy = 14112
>>(q=113
q=113
>> isprime(q)
ans =1
>>m=11111 >>el=mod_exp((1+N),m,N_2)
m=11111 el =159453962
>> r=genprime(14) >>e2=mod_exp(r,N,N_2)
r=9049 e2 = 73833387
>> ged(r,N) >>c=mod(el*e2,N_2)
ans=1 ¢=120531541
/ ds >> d1=mod_exp(c,fy,N_2)
(M mod (NP —1 1 d1 = 197426708
ULy [ ) @ mod@ : >> d2=mod((d1-1)/N,N)
| Y / d2 =13757
d, mod N 0/3 mod N >> d3=mulinv(fy,N)
d3=5224
m = o, « dz med N >> mm=mod(d2*d3,N)
mm=11111

Jask +o wu’)lg The honmomotphie /wppmf(br/ p;l Lol s ot e tyption.

My = NOOD < N = flyg12 Wiy — (2000 < N = 7712
WN <m4) l"i) :EV)C/U CVWJ_,Q): Cy L//V CM)_/ flz} :EV?é/{/CMZ/ rvz) = Gy
C1 éZMi ’ ¥ mog N® Cléz;/l} % od N'*

&VVMPM@ Cyp = C( #Cy vred A%
Decrypt ciphertent Cup Dea¢<c) = My, = AWy = (3000
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